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ABSTRACT 

 
    ARTICLE INFO 

Currently most of the organizations outsource their database to third party cloud 

providers, and it is a serious risk to share confidential and sensitive data. So the data 

encryption is important before outsourcing and current techniques of data encryption 

are failed to preserve the original order of each record of the database after 

encrypting the original data records. To propose order preserving encryption method 

we are going to encrypt relational database of student information system, in which 

different student records are stored in the database in sequence. To preserve order of 

database records matrices sequence is used to generate encryption and decryption key 

and after encrypting the records whatever the original order of the records will be 

maintained after encrypting records. Finally the system will be able to preserve the 

correct order of records. 
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I. Introduction 

In today’s world most of the organizations outsource their 

database to third party for maintaining their information. 

The data outsourced is most of the times is very confidential 

data, so it is need to encrypt the data. Encrypting data 

provides confidentiality as well as security to the stored 

data. There are many techniques available to encrypt data. 

But there are some original data records which are stored in 

proper sequence and while encrypting data we need to 

maintain sequence of such ordered data but most of the 

current data encryption techniques are failed to maintain 

order or sequence of the data records to be stored. For 

maintaining such order of data records, order preserving 

encryption is used. Order preserving encryption is the 

technique in which order of original data is maintained in 

encrypted data and supports range query processing directly 

on the encrypted database without needing to decrypt 

database. 

 

 

Definition (order-preserving function): 
Let A and B, be sets with given order relation on each set, 

then function,  

  F:A → B is said to be order preserving function if, 

x < y (x, y ϵ A) ↔F (x) < F (y). 

Encryption based on such functions is called order 

preserving encryption (OPE) [3].  

Assume there is a set ofunique plaintexts as, p1, p2... 

p|p|where pi<pi+1, and corresponding encrypted values are 

represented as c1, c2… c|c| where ci<ci+1.[3]. 

II.PREVIOUS WORK 

In [3] encryption of data from subsetof integers introduced, 

authors also think it possible to use non-integertypes 

represented as integers of the same size. This 

methodencrypts data so that ciphertexts follow a certain 

distributionselected by the user. In order to generate 

encryption functionthey use all data that needs to be 

encrypted. Key is generated from all these data records. One 

of themain drawback of this system is that the time of key 
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generation is directly proportional to size of database. And 

if the key has alreadybeen generated with adding of new 

records it might need tobe regenerated along with re-

encryption of data. 

In research [2] a sequence of strictly increasing 

polynomialfunctions is used for encrypting integer values. 

Thesepolynomials may be of first or second order. The 

secret key is polynomial coefficients. Sequence of 

polynomials isapplied to initial number in a way that one 

function's outputvalue is another function's input value. 

Decryption is doneby applying inverse functions in reverse 

order. According to authors, maximum degree of 

suchpolynomials does not exceed 2.Sometimes itmight be 

impossible to find the inverse function for aspecific 

polynomial, in this casedecryption is a lot more complicated 

than encryption therefore accuracy errors should 

beconsidered. 

III.PROPOSED WORK 

 

Problem Definition: 

 
To provide confidentiality to relational database and to 

preserve order of the original data records while encrypting 

database using matrices sequence. 

 

Proposed system architecture 

 

 
In this system we proposed a module to encrypt data and 

storing it to the relational database in given order. The main 

aim of this system is to preserve order of encrypted data 

same as original datadatabase. For maintaining original 

order of data we will use matrix sequence for encryption 

and same key to decrypt it. For this we are taking student 

information storing system as a database. We are storing 

each student’s record in relational database. Considering 

students of specific class has sequentially roll numbers as 

individual identification. All information will be stored in 

database in sequential manner, but its needed to encrypt all 

the information for this matrix sequence encryption is useful 

but it also has to maintain sequence of each student 

according to their roll number, so here we are proposing 

order preserving encryption to encrypt student records. 

In architecture application user interface allows to enter 

individual student record details with authenticated user 

login only. Then if it is valid information, the record will be 

encrypted immediately and forwarded to next step for 

adding it to the database, to store data in encrypted format. 

But here we are taking care of order of each record. Records 

are stored sequentially with roll numbers. The encrypteddata 

is also stored sequentially maintaining each records order. 

Then to access data from database authenticated user will 

fire the SQL query, so that the record will be retrieved from 

database. This technique supports range query for retrieving 

multiple records. 

IV.MATHEMATICAL MODEL 

 

Let S be the system 

 

Where, 

 

S={X, F, O, Success, Failure} 

X = {db, queue} 

Where, 

Db= Collection of relational tables. 

Tuples= {t1, t2, t3…tn} 

queue=Set of SQL queries. 

queue= {q1, q2, q3…qn} 

Where q1 belongs to either Select or Insert query. 

F= {f1, f2} 

f1 = {q, Fenc, Cipher text} 

Where, 

Fenc = {set of different encrypted queris} 

Fenc = { Feq, Ford}, based on data type of attribute to be stored 

in database. 

Feq= {Encrypts attributes such that equality queries to be 

processed on cipher texts}  

Ford= {Encrypts attributes such that ordered queries to be 

processed on cipher texts} 

f2= {Cipher text, Fdec, Plaintext} 

Where, 

Cipher text = Encrypted values in db. 

Fdec=  Function which decrypts cipher text (encrypted 

values) into required plaintexts. 

Plaintext = Set of tuples which will be retrieved or 

successfully added to specific index. 

O= Set Of Outputs. 

O= {Set of required record(s) by user in plain text format} 

Success: Execute SQL queries on encrypted database 

without having decryption key.    

Failure: Fails to execute SQL queries on encrypted database 

or an adversary get decryption key. 

 

V.CONCLUSION 

The proposed system mainly aims to preserve order of 

stored encrypted data to database. For development of 

system we use student records and those will be stored in 

database in encrypted format with original order 

preservation. For order preserving algorithm we use matrix 

sequence method to encrypt data records.. 
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